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Abstract 

Autonomous and electric vehicles represent a key component of modern intelligent transportation 
systems. However, their increasing connectivity also exposes them to a wide range of cyber threats. 
This paper analyses the cybersecurity challenges faced by autonomous vehicles operating in VANET 
and 5G environments, with particular emphasis on attacks targeting vehicle-to-vehicle and vehicle-
to-infrastructure communication. Common attack scenarios, such as Sybil attacks, bogus 
information dissemination, replay attacks, and unauthorised system access, are discussed in 
relation to real-world incidents. In addition, the paper highlights specific security risks associated 
with electric vehicles, including battery management systems, charging infrastructure, and software 
updates. Based on current standards, regulatory frameworks, and practical solutions, a set of 
recommended multi-layered protection mechanisms is presented.  

Keywords: autonomous vehicles, cybersecurity, regulatory framework 
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I. INTRODUCTION 

Gartner Information Technology Glossary defines autonomous vehicle (AV) as “one that can drive 
itself from a starting point to a predetermined destination in autopilot mode using various in-
vehicle technologies and sensors, including adaptive cruise control, active steering (steer by wire), 
anti-lock braking systems (brake by wire), GPS navigation technology, lasers and radar.” AV can 
sense its environment and navigate without a driver, or possibly even without passenger 
involvement. It can even be discussed if a human passenger is required to be in the vehicle at all.  

AVs are rapidly changing transportation; they combine advanced sensors, artificial intelligence (AI), 
real-time data analysis, and communication with other vehicles and infrastructure. When real-time 
communication between vehicles and infrastructure occurs, it creates Vehicular Ad Hoc Networks 
or VANET. These networks coordinate vehicles, influence traffic flow and increase traffic safety. 
VANET relies on 5G mobile networks for their low latency and high data transfer speeds. However, 
VANET, like all Ad Hoc Networks, makes users, in this case vehicles, more vulnerable to 
cyberattacks. Constant data sharing via VANET and 5G mobile networks as data carriers provides 
hackers with opportunities to access AV communication systems and take control of the vehicle 
and its hardware, putting passengers and other traffic participants at risk. These safety issues are 
among the main concerns about using AVs as a regular part of traffic. As stated, VANET is an open 
Ad Hoc Network that is highly dynamic, with frequent changes in the set of vehicles participating in 
communication, and frequent messages between all participants, infrastructure nodes, and mobile 
nodes. This environment is susceptible to various attacks, including Sybil, bogus information 
dissemination (BID), replay, man-in-the-middle, denial-of-service, and unauthorised system access.  
Besides the attacks mentioned that take over the vehicle, risks for user privacy and confidentiality 
are also present. 

The following incidents confirm the cybersecurity threats mentioned. Miller and Valasek conducted 
a Sybil cyberattack as an experiment, resulting in gaining full control over critical Jeep Cherokee 
functions, including steering, braking, and engine operation. Because of this incident, 
approximately 1,4 million vehicles were recalled. A ransomware attack in London in 2022 led to the 
theft of multiple luxury vehicles by exploiting vulnerabilities in keyless entry systems, allowing 
hackers to enter and gain full control of the vehicles. The attack resulted in the theft of 25 luxury 
cars. Authors also document other cyberattacks and disruptions that illustrate the consequences of 
inadequate cybersecurity protection. In addition, electric vehicles introduce additional security 
challenges related to battery management systems, charging infrastructure, and over-the-air (OTA) 
software updates.   
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This paper analyses cybersecurity threats targeting autonomous and electric vehicles operating in 
VANET networks in a 5G environment. The paper proposes one possible approach to increase 
cybersecurity protection by using a Jump Server as a centralised communication and control point. 

1. Architecture of Autonomous Vehicles 

The architecture of autonomous vehicles is a four-layer system that includes three logical and one 
hardware layer, as shown in Figure 1. Logical layers are the perception and localisation layer, the 
planning and decision layer, the control and actuation layer, and the hardware layer, which is the 
actual vehicle, also referred to as the vehicle platform.  

 

Figure 1. Autonomous vehicle architecture 
The perception and localisation layer is responsible for collecting information about the 
environment, other participants, and vehicle positioning. This layer is the eyes of the vehicle. 
Various heterogeneous sensors, cameras, radar and LiDAR continuously collect raw data related to 
road geometry, other vehicles, pedestrians, traffic regulations and environmental conditions, while 
global navigation satellite systems (GNSS) are used for positioning of the vehicle on a map. From a 
cybersecurity standpoint, this layer is highly vulnerable to data manipulation attacks, mainly 
spoofing or false sensor data injection, that interfere with decision-making.  

The planning and decision layer is the brain of the AV; it makes decisions on global and situational 
levels. This layer maps the path from the starting to the end point, and makes real-time decisions 
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based on collected information (change lane, stop for a red light, nudge by a cyclist) using AI and 
machine learning. This layer represents the critical attack surface, and it is susceptible to 
unauthorised access, malicious code injection or decision-manipulating attacks.   

The control and actuation layer is the vehicle’s Nervous system, transferring decisions into specific 
commands and actions.  

The hardware layer, or physical execution layer, transfers control commands into mechanical 
actions. It also consists of electronic control units (ECU) responsible for steering, braking, and 
similar actions. ECUs interact with actuators and other vehicle subsystems via in-vehicle 
communication networks (CAN, FlexRay, automotive Ethernet). ECUs in regular vehicles are 
isolated; modern/new autonomous vehicles started connecting these networks to an external 
communication interface to increase response times. This leaves vehicles vulnerable to 
infotainment unit attacks and control modules. 

Apart from the autonomous vehicles' core layers, AVs rely on VANET networks, vehicle-to-vehicle 
communication and data exchange (V2V) and roadside infrastructure communication (V2I). 
Vehicles are also connected to other cloud and edge computing platforms for map updates, fleet 
management or OTA updates. These networks and interfaces enhance vehicle capabilities but also 
extend trust boundaries beyond the vehicle itself, making secure vehicle communication, 
authentication and access control a challenge. A successful attack on a single layer can spread 
across the system, which makes understanding of autonomous vehicle architecture a prerequisite 
for analysing potential attacks and designing effective multi-layer cybersecurity protection 
mechanisms. 

2. Cyberattack Scenarios in VANET Networks  

VANETs are ad hoc networks that support V2V and V2I communication, making VANETs a 
prerequisite for autonomous driving. In the beginning, VANET was implemented on the IEEE 
802.11p amendment to 802.11 (Wi-Fi), which adds wireless access in vehicular environments 
(WAVE). Although the 802.11p standard provided low-latency local communication, it offered 
limited scalability, coverage and data speed. The introduction of fifth-generation (5G) mobile 
networks significantly expands the capabilities of VANETs. 5G mobile networks introduce ultra-
reliable low-latency communication (uRLLC), with extremely low latency (less than 1ms) and high 
reliability up to 99.9999%, enhanced mobile broadband (eMBB), and massive machine-type 
communication (mMTC). This enables vehicles to interact with roadside units (RSU), edge 
computing nodes, and cloud platforms, allowing cooperative decision-making and centralised 
traffic management.  
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However, this also introduces new and expands existing attack surface and adds trust challenges. 
Frequent topology and participant changes, V2V and V2I communication, complicate 
authentication, authorisation and trust management. Messages are often broadcast to multiple 
recipients, giving opportunity for spoofing, replay and injection attacks. Integration of VANETs and 
5G networks also raises privacy issues, enabling tracking and profiling if adequate access control 
and authorisation mechanisms are not implemented. Autonomous vehicles depend on cooperative 
communication, making the confidentiality, integrity, and authenticity of transmitted data 
essential. VANET networks enhanced by 5G technology enable communication capabilities, 
cooperative and connected driving and decision-making functions for AVs that can’t be achieved 
through sensor communication alone. However, this, in combination with the complexity and 
openness of 5G VANET environments, introduces new cybersecurity challenges. Possible attack 
scenarios in VANET environment differ from those in conventional wired or static wireless networks 
due to the open, decentralised and highly dynamic nature of these networks. These challenges need 
to be addressed through security-by-design multilayered mechanisms. One possible solution will 
be discussed after a review of cybersecurity threats. 

Cyber attacks can be generally classified as Active or passive. Active attacks disrupt network 
availability or information integrity by overwhelming communication channels or infrastructure. In 
scenarios that involve AVs' loss of communication availability or even quality degradation, impact 
cooperative functions and forces vehicles to only rely on onboard sensors, reducing system 
performance. Active attacks include denial of service and distributed denial of service attacks on 
V2V and V2I communication. Passive attack, focus on data collection without directly altering 
communication; these attacks pose privacy risks and are usually a preparation for more advanced 
attacks. 

Cyber attacks can also be classified based on their objectives. Attacks can target confidentiality, 
integrity, availability or authenticity. Attacks that target confidentiality aim to expose sensitive data, 
attacks that target integrity manipulate message content, attacks on availability disrupt 
communication services, and attacks on authenticity involve identity spoofing, where vehicles 
falsely present themselves as authorised entities.  

Overall, the diversity and severity of cyberattack scenarios in VANET and 5G environments 
demonstrate that cybersecurity threats to autonomous vehicles are both realistic and multifaceted. 
Effective protection requires not only cryptographic mechanisms but also architectural solutions 
capable of monitoring, controlling, and isolating communication flows. These considerations 
motivate the need for a centralised and structured protection approach, which is introduced in the 
following section. 
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3. Attacks on Vehicle-to-Vehicle Communication (V2V) 

V2V supports the exchange of critical information, including autonomous vehicle position, speed 
and driving intention. This communication enables a Sybil attack in which malicious software 
generates fake identities and simulates the presence of an indefinite number of vehicles. 
Manipulating this information gives AVs false information about traffic density, vehicle location and 
distribution. In the end, AVs make bad routing decisions, trigger false congestion alerts and disrupt 
cooperative driving algorithms.  

Another common threat with similar consequences is the bogus information attack, where false or 
manipulated data is intentionally transferred within the network. An example is giving a fake 
accident warning, an incorrect traffic congestion report, or incorrect road condition data.  

AVs influenced by either of these two successful attacks alter driving behaviour, which can further 
influence other traffic participants due to the nature of V2V communication, meaning one 
successful attack influences other participants not directly under attack. 

4. Attacks on Vehicle-to-Infrastructure communication (V2I) 

V2I communication connects AVs with roadside units, traffic control systems, and smart city 
platforms. This communication is essential for cooperative traffic management, signal optimisation, 
and perception data. This communication introduces additional attack vectors. 

The most common attacks in V2I communication are replay attacks, where previously received valid 
messages are retransmitted with a time delay to mislead vehicles or infrastructure components. An 
example is outdated traffic signal information that causes incorrect driving decisions.  

Man-in-the-middle attacks are common attacks in 5G environments. An attack allows hackers to 
intercept, modify or block V2I communication. This attack needs special attention because it can 
affect multiple vehicles simultaneously, amplifying the attack's impact.  

Cyber attacks in VANET and 5G environments differ in diversity and severity. Effective protection 
requires a multilayered approach that implements more than just cryptographic mechanisms. The 
need for an architectural solution capable of monitoring, controlling and isolating communication 
flows increases. In the following section authors introduce a centralised and structured protection 
approach. 

Additionally, electric vehicles (EVs) have their own set of cybersecurity challenges that extend those 
found in autonomous driving systems, presented in the following paragraph. 
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5. Security Challenges of Electric Vehicles 

Electric vehicles introduce a set of cybersecurity challenges that complement and extend those 
found in autonomous driving systems. In addition to conventional in-vehicle networks and 
communication interfaces, electric vehicle relies on specialised components such as battery 
management systems (BMS), electric powertrain controllers, and charging interfaces, all of which 
are increasingly software-defined and network-connected. Compromise of these components may 
result not only in data breaches but also in physical damage, reduced battery lifetime, or safety-
critical failures. BMS component represents a high-value target that requires strong isolation and 
access control. Charging infrastructure represents another significant attack surface. Public 
charging stations interact with vehicles and have access to backend management systems and 
payment platforms. Charging protocols have significant vulnerabilities that can be exploited to 
manipulate charging parameters, disrupt service availability or establish unauthorised 
communication with vehicles.  

Over-the-air (OTA) updates are essential for maintaining EV functionality, deploying security 
patches and adding new features in EVs. However, OTA updates introduce inherent risks of 
authentication, integrity verification and rollback protection that also need to be addressed. 
Therefore, an effective protection platform must also consider EV components as an integral 
element of the overall AV security architecture, rather than as an isolated subsystem. 

6. Proposed Protection Mechanism: Jump Server Architecture 

To address previously defined cybersecurity threats in VANET and 5G environment, as well as the 
specific challenges associated with EV subsystems, the authors propose a centralised protection 
mechanism based on implementing a hardened intermediary device on a network to securely 
access and manage systems in an isolated, highly restricted security zone. This device is actually the 
definition of a Jump server architecture. Jump server creates a single-entry point that needs to be 
secured, monitored and managed for access, reducing attack surface. Jump server acts as a gateway 
between AVs, roadside infrastructure, EVs, charging systems, and external services such as cloud 
platforms and fleet management systems. Instead of allowing direct communication, all sensitive 
interaction is routed through the Jump server. Jump server adds a layer in AV and EV software 
architecture that concentrates all protection mechanisms at a single control point, limiting attack 
opportunities. 

Introducing an additional layer, a Jump server allows authentication and authorisation policies to 
be enforced before messages are received or forwarded, significantly reducing the risk of spoofing, 
Sybil attacks, and bogus information attacks. This also mitigates replay and man-in-the-middle 
attacks by performing message integrity and reliability checks. Jump server can also implement rate 
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limiting and traffic inspection mechanisms to raise resilience against DDoS and DoS attacks. Jump 
server operates at the network and application layers, meaning it doesn’t replace existing VANET 
security standards; it amplifies them. 

Jump server also directly addresses the cybersecurity challenges of electric vehicles. 
Communication related to BMS, charging session, and all OTA updates can be treated as high-risk 
traffic and routed solely through the Jump server. For the charging infrastructure Jump server can 
validate the charging request, enforce a secure session and monitor abnormalities before they may 
indicate abuse. This approach reduces the possibility of indirect access to vehicle networks if the 
charging station used is compromised. For OTA updates Jump server is a verification and control 
point, allowing only authenticated and verified software packages to be delivered to vehicles. 
Centralised logging and update validation enable rapid detection of abnormalities and ensure 
rollback mechanisms in the event of compromised communication.  

Jump server also increases incident response capabilities, focusing all communication through a 
single point, and ensures that all logs and security events are on a single system, enabling real-time 
monitoring and post incident analysis more easily. Jump server is in compliance with security-by-
design principles and international standard ISO/SAE 21434 and UNECE R155 and R156. 

Jump server architecture raises scalability and creates single point of failure risks, but these 
limitations can be mitigated through redundancy, load balancing and distributed deployment 
across nodes.  

While the proposed Jump Server architecture introduces a degree of centralisation that may raise 
concerns regarding scalability and single-point-of-failure risks, these limitations can be mitigated 
through redundancy, load balancing, and distributed deployment across edge computing nodes. As 
such, the architecture provides a practical and scalable foundation for enhancing cybersecurity in 
autonomous and electric vehicle ecosystems operating in VANET and 5G environments. 

7. Example of a Jump server implementation  

Jump server is implemented as a secure, virtualised edge node positioned between AVs, EVs, 
roadside units, charging infrastructure, and cloud-based services. It is implemented as a hardened 
gateway deployed at the edge of the vehicular communication infrastructure. The server has zero 
trust security model, where no entity is trusted, regardless of its location. 

This Jump server hosts several security functions; it acts as an authentication broker, validating 
vehicle and infrastructure identities using digital certificates in compliance with PKI (public key 
infrastructure) applied in V2x communication. This identity-based authentication mechanism 
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operates with minimal latency. Rather than performing full cryptographic handshakes for every 
message, authentication is applied in a staged manner. 

At start-up motor unit establishes a secure session with the nearest Jump server or edge security 
node. This initial session consists of authentication by using pre-installed cryptographic certificates 
and is executed only once or at infrequent intervals. Once a session is established, short-lived 
session keys are generated and cached for communication. Pre-established session keys are used 
for regular V2V and V2I messages. In latency-sensitive cases, e.g. collision avoidance, local trust 
decision has priority, vehicles validate message signatures locally and act without delay, while the 
Jump server performs asynchronous verification and anomaly detection. If malicious behaviour is 
detected, affected identities are isolated from the network, and revocation information is 
disseminated. 

For a charging session Jump server verifies the charging request, enforces parameter constraints 
defined by the BMS and monitors session behaviour. Latency has no impact on this process, 
allowing the Jump server easy communication and monitoring. Any deviation, unexpected power 
level, abnormal duration, or other triggers alert or cause session termination. For OTA update Jump 
server acts as a trusted proxy. Software packages are received by the Jump server, verified and then 
forwarded to vehicles. The Jump server monitors version control, integrity verification and rollback 
options.  

Jump server deployed in this manner integrates traffic inspection and logging mechanisms for 
VANET and 5G environment. Future work should discuss the deployment of a distributed set of 
redundant nodes across multiple locations in order to avoid a single point of failure limitation while 
preserving the benefits of centralised security point enforcement. 

Figure 2 presents a model where the Jump server acts as a trusted intermediary between all VANET 
participants. 
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Figure 2. Jump Server architecture 
The architecture illustrated in Figure 2 presents one of the possible implementations of the Jump 
server as an intermediary between VANET participants. 

II. DISCUSSION AND CONCLUSION 

Cybersecurity in all fields, not only VANET networks, is a major concern. Classification of attack 
threats and real-world incidents presented clearly shows that risks are not hypothetical. Vehicle-
centric security mechanisms are insufficient in highly dynamic and distributed communication 
environments. Sybil, bogus information dissemination, replay, and DDoS attacks exploit the 
decentralised nature of VANET and can affect multiple vehicles simultaneously. Additional 
vulnerabilities are introduced with AVs being electric vehicles. These challenges require a security 
solution that extends beyond the individual vehicle and that addresses the system. This paper 
proposed a Jump server-based architecture as a centralised control. By routing sensitive 
communication through a secure intermediary, the proposed approach reduces the surface and 
enables consistent enforcement of authentication and authorisation. It is important to note that 
this architecture addresses both the VANET environment and the EV-specific risks, including 
charging and OTA update management. 

While the introduction of a Jump Server introduces additional architectural complexity and 
potential scalability concerns, these limitations can be mitigated through distributed deployment, 
redundancy, and integration with edge computing infrastructure. 

In conclusion, effective cybersecurity for autonomous and electric vehicles requires a holistic and 
architectural approach rather than isolated protective measures. The Jump Server–based 
architecture presented in this paper provides a practical and scalable foundation for enhancing 
security in VANET and 5G-enabled vehicle ecosystems. Future work should focus on experimental 
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validation of the proposed architecture in real or simulated vehicular environments, performance 
evaluation under heavy traffic loads, and integration with AI-based intrusion detection mechanisms 
to further improve system resilience. Future work should also analyse the implementation of a 
firewall on the endpoint nodes as one of the possible solutions. 
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