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Abstract

Traffic sensor networks represent one of the key elements of modern Intelligent Transportation
Systems (ITS), enabling real-time data collection, traffic flow analysis, signal management, and
support for vehicle-to-infrastructure (V21) communication. With the development of concepts such
as smart cities and autonomous vehicles, these networks are becoming increasingly complex and
dynamic, but simultaneously more vulnerable to cyberattacks that can jeopardise their
functionality, data accuracy, and the safety of traffic participants. Due to the large number of nodes,
wireless communication methods, and limited computational resources of the sensors, these
networks are exposed to risks such as communication interception, unauthorised data modification,
DosS attacks, node compromise, injection of false information, and device identity spoofing.

This paper analyses the fundamental security challenges that accompany the operation of traffic
sensor networks, as well as the potential consequences that a successful attack can have on the
transport system, including improper traffic light management, creation of artificial congestion,
disruption of autonomous driving algorithms, and endangering the physical safety of drivers.

The aim is to provide a comprehensive overview of the most significant threats, standards, and
recommended security mechanisms, as well as to highlight the importance of a systemic approach
to protecting traffic sensor networks as a critical component of the future transportation ecosystem.

Keywords: cybersecurity, threats, vehicular networks
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I. INTRODUCTION

Electric vehicles (EVs) represent one of the key technological trends in the development of the
modern automotive industry and play a significant role in the transition to sustainable and energy-
efficient transport systems. In addition to reducing harmful gas emissions, electric vehicles
introduce a high degree of digitisation and automation, which transforms the classic vehicle into a
complex cyber-physical system that integrates hardware, software and communication
technologies.

Modern electric vehicles rely heavily on sensor systems and communication networks to ensure
efficient operation of the drive system, battery health monitoring, safe braking, driver assistance
and interaction with the environment. These systems collect and process large amounts of data in
real time, which enables advanced functionalities, but at the same time increases the complexity
and vulnerability of the overall vehicle architecture.

The development of wireless communication technologies has enabled electric vehicles to connect
with other vehicles, traffic infrastructure and remote server systems. Functionalities such as
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communication, as well as remote
software updates (OTA - Over-the-Air), contribute to increased security and comfort, but at the
same time open up new vectors of cyber-attacks. Attacks on these communication channels can
have serious consequences for the safety of vehicles and passengers.

Sensor networks represent the basis of the functioning of electric vehicles, as they provide a reliable
collection of information about the condition of the battery, electric motor, control system and
vehicle environment. If the integrity or availability of sensor data is compromised, the vehicle may
make wrong decisions, which may lead to reduced performance or a direct threat to safety.
Therefore, the cybersecurity of sensor networks becomes one of the key challenges in the
development of electric vehicles.

The aim of this paper is to provide an overview of sensor networks in electric vehicles, identify the
most important cybersecurity risks related to these systems and analyse the role of IEEE standards
in ensuring secure communication. Special emphasis is placed on the IEEE 1609 standard as the
basic security framework for connected vehicles, while other relevant standards are discussed in a
brief overview [1-7].

1. Sensor networks in electric vehicles

Sensor networks in electric vehicles represent a distributed system composed of different types of
sensors, communication buses and electronic control units (ECU). Their basic function is to collect,
process and exchange data in real time in order to enable stable and safe driving of the vehicle [4].
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The most commonly used sensors in electric vehicles include temperature, voltage, current,
pressure and position sensors. These sensors are connected to key vehicle systems, such as the
drive system, braking system and battery management system. Errors or manipulations in sensor
data can lead to wrong decisions of control systems and endanger vehicle safety [5]

1.1. Battery Management System (BMS)

The Battery Management System (BMS) is one of the most critical subsystems of electric vehicles.
Its basic role is to monitor the state of the battery pack by monitoring the voltage, temperature and
state of charge of each individual cell [6].

Based on the collected sensor data, the BMS regulates the charging and discharging processes of
the battery, as well as cell balancing. Compromising sensor data in this system can have serious
consequences, including reduced battery efficiency, accelerated cell degradation, and potential
security incidents [7].

1.2. Communication networks in the vehicle

Communication between sensors and electronic control units in electric vehicles is most often
realised via the Controller Area Network (CAN) bus. The CAN protocol enables reliable and efficient
data exchange between different vehicle components, which makes it a standard in the automotive
industry [8].

However, the CAN protocol was designed without built-in security mechanisms, such as message
authentication and encryption. This shortcoming makes the CAN network vulnerable to
unauthorised access and data manipulation, especially in the context of modern connected vehicles

[9].
2. Cyber security risks

The increasing connectivity of electric vehicles is leading to the emergence of new cybersecurity
threats. Attacks on sensor networks can have a direct impact on the safety of vehicles and
passengers, as well as on the integrity and reliability of data.

2.1. Attacks on the integrity of sensor data

Attacks on the integrity of sensor data represent one of the most dangerous threats to electric
vehicles. These attacks are based on the modification or falsification of the data that the sensors
send to the control units. As a result, the vehicle may receive incorrect information about speed,
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battery temperature or brake system status. Such attacks can be carried out through compromised
ECU units, wireless communication or diagnostic ports [12,13].

2.2. Unauthorised access to the vehicle's communication network

Unauthorised access to the vehicle's internal communication network represents another
significant security risk. An attacker can gain access to the network through compromised ECUs,
diagnostic ports, or wireless interfaces, such as Bluetooth and Wi-Fi. This type of attack can allow
interception, modification or blocking of communication messages between sensors and ECU units
[14,15].

2.3. Denial of Service (DoS) attacks

Denial of Service (DoS) attacks aim to prevent the normal functioning of the system by overloading
the communication network. Overloading the CAN bus with a large number of messages can cause
delays in communication between sensors and control units, which directly threatens the safety
and reliability of the vehicle [16,17].

3. IEEE standards for cybersecurity of sensor networks in electric vehicles

IEEE standards represent the basis for secure communication in modern electric vehicles, especially
in the context of intelligent transportation systems and connected vehicles. Their goal is to provide
reliable, authenticated and integrity-protected data exchange between sensors, control units,
other vehicles and traffic infrastructure [18].

3.1. IEEE 1609 — the basic security standard for connected vehicles

IEEE 1609 represents a set of protocols known as WAVE (Wireless Access in Vehicular
Environments), which are intended for secure data exchange in the environment of connected and
autonomous vehicles. Of particular importance is the IEEE 1609.2 standard, which defines security
services for communication between vehicles and infrastructure [21,22].

The core security functions of the IEEE 1609 standard include authentication of communication
participants, protection of message integrity, and management of digital certificates. Each vehicle
and infrastructure element has cryptographic keys that enable verification of the identity of the
sender, which significantly reduces the possibility of sending false or malicious messages [21,22].
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In the context of electric vehicle sensor networks, IEEE 1609 enables the secure exchange of critical
data, such as traffic condition information, safety warnings, and sensor data shared between
vehicles [22].

3.2. The role of IEEE 1609 in the protection of sensor networks

The application of the IEEE 1609 standard is of particular importance for the protection of sensor
networks because it allows the data originating from the sensors to be cryptographically protected
during transmission. The standard also foresees mechanisms for preserving user privacy through
the use of temporary certificates, thus preventing long-term tracking of vehicles [21,22].

3.3. Other IEEE standards (brief overview)

In addition to IEEE 1609, other IEEE standards are also applied in the field of electric vehicle
communication. The IEEE 802.11p standard defines the physical and MAC communication layers
for vehicles and represents the basis on which WAVE protocols are implemented. Its role is
primarily technical and does not include complete security mechanisms [19,20].

Other IEEE standards and recommendations are used to supplement the basic safety framework,
but do not represent central safety standards for sensor networks in electric vehicles.

4. Comparative review and application of safety standards

The first two ISO standards are process-oriented and cover the internal functioning of the vehicle
system during its life cycle, while the third standard (IEEE 1609) is a technical protocol for safe
vehicle communication with the external environment. [23,25]

ISO 26262 focuses on functional safety and mitigation of risks arising from accidental system
failures. ISO/SAE 21434 represents the basic framework for managing cyber threats through the
TARA methodology, while IEEE 1609 provides cryptographically protected V2X communication.
[10,17]

Threat Description I1SO 26262 ISO/SAE 21434 IEEE 1609

Partiall fault Yes (cryptographic
Attacks on||Modification or| .y ( Yes (TARA-based (.yp grap

o detection and|| . protection of

sensor data|[falsification of ] risk management )
. . functional safety ] _|[transmitted
integrity sensor data . and integrity

mechanisms) messages)
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Threat Description 1SO 26262 ISO/SAE 21434 IEEE 1609
transmitted to protection
control units measures)
. Unauthorised Yes (certificate-
Unauthorised ] ) Yes (access control,
access to in-vehicle o based
access to authentication, and L
] or V2X||No ] authentication and
vehicular o cybersecurity
communication secure
networks controls) o
networks communication)
. Disruption of Partially  (system|[Yes (communication
Denial-of- o . ]
) communication resilience and risk||control and
Service  (DoS) o No L )
ttack availability through mitigation message handling
attacks
network overload measures) mechanisms)

5. Discussion and implications of the application of standards

Based on the above, it can be concluded that the integrated application of ISO/SAE 21434, ISO
26262 and IEEE 1609 enables a balanced and efficient approach to the protection of sensor
networks in electric vehicles, with clearly defined roles of each standard.

ISO 26262, although primarily oriented towards functional safety, contributes to the overall
resilience of the system through the identification of critical components and the analysis of the
consequences of their failure. IEEE 1609 standards provide technical mechanisms for secure V2X
communication, thus protecting data exchanged between vehicles and infrastructure.

ISO/SAE 21434 represents the central framework for cyber risk management, as it enables the
systematic identification and assessment of threats through the TARA methodology, as well as the
definition of appropriate protection measures throughout the entire life cycle of the vehicle. This
standard directly addresses sensor data integrity attacks, unauthorised network access, and DoS
attacks. [23,25]

The comparative analysis of the standards presented in the table confirms that the safety of sensor
networks in electric vehicles requires the combined application of several complementary
approaches. Different types of threats cannot be effectively addressed by a single standard, but it
is necessary to connect procedural and technical security mechanisms.
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1. CONCLUSION

Sensor networks form the core of the functioning of modern electric vehicles, as they enable precise
monitoring of the state of the battery, electric motor, control system and vehicle environment in
real time. However, precisely because of their critical role, these networks represent one of the
most vulnerable components from the aspect of cybersecurity. Compromising the integrity,
availability or confidentiality of data can have serious consequences for vehicle performance,
passenger safety and the reliability of driver assistance or autonomous driving functions.
Vulnerabilities in communication protocols, the lack of standardised security measures and the
presence of various attack vectors make sensor networks a tempting target for malicious actors.
Therefore, implementing robust cybersecurity frameworks is critical. The application of IEEE safety
standards, especially IEEE 1609, in combination with other industrial standards such as ISO/SAE
21434 and AUTOSAR recommendations, represents a fundamental step towards increasing the
resistance and reliability of these systems [21-25].

Further development and standardisation of security protocols, including improvements in
authentication, encryption and privacy protection, will be crucial to ensuring that electric vehicles
can operate safely in an increasingly complex and interconnected traffic environment. In addition,
continuous monitoring of new threats and implementation of innovative solutions in real time will
ensure that sensor networks remain reliable and resistant to attacks, thus directly contributing to
overall security and acceptance of electric vehicles as a safe and reliable alternative in global
transportation.

In conclusion, the integration of advanced safety standards into the design and operational
functionality of electric vehicle sensor networks is not an option, but a necessity. Only through a
systematic and standardised approach to cybersecurity is it possible to ensure long-term success
and trust in electric vehicle technology [21-25].
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European and Western Balkan
Cities —

Alma Gjonaj, Vjola Ziu

9:45 - 10:00

The Disappearing Squares:
Social and Environmental
Impacts of Urban Mobility
Planning in Durres —

Arjola Sava

Cybersecurity Vulnerabilities in
Electric Vehicle Operating Systems:
A Global Awareness Analysis -
Aleksa Radevic

10:00 - 10:15

The City that Demands
Continuous Movement: The
Disappearance of the Right not
to Move within the Framework
of Sustainable Mobility -

Avrili Meshi

Development of a risk assessment
model for the transport of
hazardous materials using ALOHA
and GIS software tools -

Marko Radetié

10:15-10:30

Between Rhetoric and Reality:
Discursive Framings,
Greenwashing and Outcomes in
Sustainable Mobility -

Kejsi Veselagu

Mapping Distance and Time
Leveraging Isochrone Intelligence
in Emerging Cities - Andia Vllamasi,
Erjon Cobani

10:30 - 10:45

Reimagining the City Through
Green Mobility Strategies: The
Case of Tirana - Vjola Ziu, Alma
Gjonaj

Can Al develop its Own “Taste”
Automotive Design? - Gregor Andoni,

Kristjana Mecgo

Coffee Break

11:00-11:15

Linking Morphology, Perceived
Safety, and Sustainable Mobility

in Post-Socialist Urban Contexts-

Sindi Doce

Optimizing Public Transport
Corridors Using Al-Based Scenario
Modelling: A case Study on Tirana's
Ring Road - Erjon Cobani, Julian
Beqiri, Merita Guri

11:15-11:30

Towards Sustainable Transport:

A Comparative Analysis of
Electric Vehicle Adoption in
Montenegro and Albania -
Radmila Mili¢

Threat Landscape and Multi-
Layered Protection Mechanisms for
Autonomous and Electric Vehicle
Systems - Marko Asanovic, Oliver
Popovic, Zoran Avramovic, Natasa
Gospic
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11:30 - 11:45

11:45-12:00

Questions and Discussion

Cybersecurity Challenges in Modern
Vehicular Communication
Networks - Aleksandar Grgurevié,
Nata#a Gospic, Oliver Popovié

Green Transition in Albania:
Challenges and Future Actions -
Erik Kushta, Andi Hyka, Enea Nasto

12:00-12:15

SESSION 6: CONTROVERSIES
AND CHALLENGES
Aula B1

Use of Al in the Process of Green
Transformation and Impact on
Public Health - Esmeralda Hamiti,

Opening Session:
Prof. Kristofor Lapa (UV)

Federika Alliaj, Kristi Metushi

12:15-12:30

The Adoption of Electric
Vehicles in Albania: A
Comparative Study with Other
Western Balkan Countries -
Doklejda Hodaj, Andrea Lapa

Development of an Automatic
Traffic Sign Detection System
Using YOLOwvS - Valentina
Vojinovié, Luka Filipovic

12:30-12:45

Application of Quality Tools in
the Analysis of Factors
Influencing the Development of
Electromobility in Montenegro -
Jelena Sakovié Jovanovié, Drasko
Jovanovié, Mirjana Grdinic
Rakonjac, Marko Lucic, Milo3
Perovic, Aleksandar Vujovic,
Gordana Radulovié

The Historical Development of
Artificial Intelligence and Its
Influence on the job market in
Automotive Engineering -
David Josef Pilgram

12:45 - 13:45

Questions and Discussion

Questions and Discussion

13:45

Lunch
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