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Abstract 

Blockchain security is fundamentally based on several cryptographic mechanisms that maintain 

transaction integrity, confidentiality, and authentication, and it is the pinnacle of technology today. 

This paper analyses various cryptographic techniques embedded in blockchain. These techniques 

include data encryption, digital signatures, and hashing. The following discusses the different 

consensus mechanisms that enable scalability and integrity in a blockchain, with an emphasis on 

proof-of-work and proof-of-stake. Nevertheless, there are problems relating to 51% attacks, 

scalability issues and privacy concerns thereof in a blockchain. To assess users' knowledge and 

perceptions of blockchain technology security, we will conduct a survey to analyse levels of 

knowledge, usage trends, and concerns about digital currency security. The results will provide 

insight into current knowledge of blockchain cryptography and indicate possible areas for 

strengthening security.  

Keywords:  Blockchain Security, Attacks, Cryptography, Encryption, Digital Currency. 
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I. INTRODUCTION 

Blockchain technology has quickly moved from an uncertain innovation to a vital 
component of the modern digital landscape, especially in finance and data security. At its most 
fundamental level, blockchain is a distributed ledger technology that enables tamperproof, 
transparent, and secure recording of transactions, with trust established without the involvement 
of third-party intermediaries (Narayanan et al., 2016). In the case of digital currencies, trust is 
provided through cryptographic proofs and consensus protocols rather than through banks and 
traditional financial institutions. One of the major aspects of blockchain technology is its use of 
cryptography to ensure the confidentiality, authenticity, and integrity of data. Cryptographic 
hashing, digital signatures, and asymmetric encryption are methods for securely initiating 
transactions and verifying them (Conti et al., 2018). Each transaction is digitally signed with the 
user's private key and verified by nodes using the corresponding public key. Some blockchains use 
cryptographic hash functions to form chains of blocks. If the data in a block is changed, the entire 
chain will be void (Bonneau et al., 2015). Consensus protocols are equally important to blockchain 
security, as they determine how nodes in the network agree on the validity of transactions. 

Common blockchains like Bitcoin use proof-of-work (PoW) as a consensus mechanism, which is an 
energy-intensive process that reduces malicious activity (Nakamoto, 2008). Alternative 
mechanisms, such as proof-of-stake (PoS), have emerged to provide a similar, if not more secure, 
level of security with lower energy consumption (Saleh, 2021). Consensus protocols help generate 
trust, security, and accuracy in the blockchain system, yet financial actors in the blockchain 
ecosystem are often unaware of their meaning and significance. However, blockchain technology 
is not without fault. A majority attack, also called a 51% attack, occurs when a group of miners or 
validators becomes the majority holders of network power, posing a serious threat to blockchain 
networks (Li et al., 2020). Privacy is also a concern in cryptocurrency transactions, as although they 
are pseudonymous, transaction details are sometimes publicly accessible and can be traced using 
on-chain analysis tools. The scalability of blockchains is also an ongoing technical concern, as 
transaction throughput is often lower than that of asynchronous systems. 

This study aims to integrate theoretical and empirical research better to understand the social and 
technological aspects of the challenges. The research utilised a user survey to examine public 
knowledge, use, and concerns regarding the security of blockchain-based digital currencies. The 
importance of developing and integrating digital finance into everyday economic life makes it 
critical to understand how cryptography and blockchain security intersect to design secure, trusted 
and inclusive financial systems (Zohar, 2015). The insights from this study will help better 
understand user knowledge gaps and potential weaknesses in current blockchain systems and 
inform the development of future secure digital currency ecosystems. 
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II. LITERATURE REVIEW 

The rapid growth of blockchain technology has generated significant academic interest, 
spanning topics such as cryptography, cybersecurity, and digital finance. This literature review 
synthesises significant research on blockchain-based cryptographic components, consensus 
protocols, security weaknesses, and user knowledge of blockchain-based digital currencies. 
Blockchain's strength lies in leveraging conventional cryptography to secure data and build trust in 
decentralised systems. Data integrity in the blockchain framework is ensured through 
cryptographic hash functions, such as SHA-256, which is used in Bitcoin. These types of 
cryptosystems produce irretrievable tokens for any input, meaning that even if someone has the 
same input, they will receive a different token (Narayanan et al., 2016). This token is fundamental 
for linking blocks, because if you tampered with one block, you would have to recalculate all hashes, 
which is computationally impossible. Cryptographic confirmation also uses public-key-only signing 
to not only confirm authentication but also provide non-repudiation for blockchain-based 
transactions (Conti et al., 2018). Each transaction is signed with the sender's private key, and 
anyone receiving it can use the sender's public key to confirm that only the sender could have sent 
it and that it is legitimate. This use of cryptography eliminates the need to consult a centralised 
authority and ultimately makes the whole system more transparent and trustworthy. Consensus 
algorithms allow for the validation and recording of transactions in decentralised blockchain 
systems. 

Proof-of-work (PoW) is the most widely known consensus mechanism, first proposed by Nakamoto 
(2008) in Bitcoin. PoW uses computational power to require nodes (miners) to solve complex 
mathematical proofs, which is often very resource-intensive in terms of computing power and 
electricity. Although PoW is effective at securing a blockchain network, it has been criticised for its 
environmental impact and scalability. Alternative consensus protocols have been developed, such 
as proof-of-stake (PoS), which assigns rights based on the amount of cryptocurrency a user is willing 
to hold and "stake" to validate blocks, which is less energy-intensive and still maintains some 
security (Saleh, 2021). The proof-of-stake consensus mechanism is particularly significant for the 
blockchain ecosystem, as Ethereum, a major blockchain platform, has migrated to PoS with its 
"Ethereum 2.0" upgrade. Despite cryptographic protections, blockchain systems are not susceptible 
to security risks. One of the most well-known security risks is the 51% attack, in which a collusion 
of malicious actors obtains control of more than 50% of a blockchain network's computing power, 
enabling them to manipulate transactions or double-spend digital currency (Li et al., 2020). This 
vulnerability becomes especially problematic for smaller blockchain networks with lower hash rates 
or lower decentralisation. 

Another problem is the security ramifications of smart contracts, and the decentralised applications 
(dApps) that are part of that equation, on platforms like Ethereum. Smart contract exposures can 
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result in large-scale exploits, as was the case in 2016, when hackers exploited a flaw in a smart 
contract to drain $60 million in Ether in the DAO attack (Atzei et al., 2017). Because blockchain is 
unchangeable, nothing can be undone once these contracts are deployed. There are also privacy 
issues that have been discussed; while many blockchains, like Bitcoin, provide pseudonymity, these 
transactions can be viewed publicly and traced. Transparency has raised concerns about user 
anonymity and data protection, and research has focused on privacy technologies such as zero-
knowledge proofs and confidential transactions (Zhang et al., 2019). Most blockchain research has 
focused on technical studies. However, over the past several years, a handful of researchers have 
examined human issues, such as user awareness, trust, and the adoption of blockchain 
technologies. The research indicates that the public typically lacks a sophisticated understanding of 
the mechanisms that determine the security of blockchains (Alketbi et al., 2018). Uncertainty about 
digital currencies, driven by volatility, hacking incidents, and regulatory developments, has also 
been cited as a barrier to wider acceptance. 

 

III. MATERIALS AND METHODS 

To assess knowledge of blockchain security, a structured survey was designed for university 
students enrolled in Computer Science Bachelor's programs. This survey, on a 5-point Likert scale 
(from "strongly disagree" to "strongly agree"), assesses users' knowledge and perceptions of 
blockchain technology's security. 

Key topics included levels of knowledge, usage trends, concerns about digital currency security, and 
students' personal experiences and perceptions of cryptography's effectiveness. The survey results 
will provide insight into current knowledge of blockchain cryptography and identify potential areas 
for strengthening security. 

Participants included three groups of Computer Science students: 84 first-year, 93 second-year, and 
96 third-year students, for a total of 273. The survey was created in Google Forms and distributed 
in person, by email, and via Google Classroom to ensure easy access and broad participation. Data 
were collected electronically, organised in Excel, and analysed using descriptive statistics in Excel 
and SPSS Statistics 27 to identify students' attitudes toward blockchain security. 

The 10 questions were grouped into four sections:  

● Section 1: User Information 

● Section 2: Cryptography in Blockchain 

● Section 3: Digital Currency Transaction Security 

● Section 4: Blockchain Security and Future Challenges 
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Questions were as follows: 

1) I have a good understanding of blockchain technology.   
2) I have experience with digital currencies (e.g., Bitcoin and Ethereum). 
3) I am familiar with the concept of hashing in blockchain. 
4) Hashing is essential for ensuring the security of blockchain. 
5) Asymmetric cryptography (public and private keys) is crucial for securing blockchain 

transactions. 
6) Blockchain transactions are generally secure. 
7) Digital currency transactions are vulnerable to attacks such as Man-in-the-Middle or 

Double-Spending. 
8) I am confident that current blockchain security measures can effectively prevent fraud and 

unauthorised access. 
9) Cryptography alone is sufficient to prevent manipulation of the transaction history in a 

blockchain. 
10) I believe blockchain security threats will become more severe in the future. 

The values of the questions are: 

1 = strongly disagree, 

2 = disagree, 

3 = neutral, 

4 = agree, 

5 = strongly agree, 

The interpretation of the mean values is in Table 1. 

 

Table 1. Mean values and interpretations 

Source: Author's processing 

 

IV. RESULTS 
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The survey data were collected using Google Forms and were initially processed in Excel to 
conduct exploratory visual analyses and note first-response patterns. To conduct a more formal, 
rigorous, and comprehensive evaluation, the dataset was subsequently imported into SPSS 
Statistics 27. In SPSS, descriptive statistics, including means, medians, standard deviations, and an 
important consistency check, were calculated to assess the data's reliability and students' opinions 
on establishing security in blockchain cryptography and digital currency. One important component 
of the analysis performed was to assess reliability using Cronbach's Alpha. The overall Cronbach's 
Alpha for the survey items was 0.872 (Table 2), indicating high internal consistency. This reliability 
score, as an overall indicator, supports the idea that the survey measures a defined latent factor, 
allowing the findings to be reliably interpreted. 

 

Table 2. Reliability Statistics 

Source: Author's processing 

Descriptive statistics were calculated for all of the questions (Q1-Q10) of the survey to define the 
overall response of the general participants (Table 3). The mean score for all questions ranged from 
3.21 (Q2) to 3.92 (Q10). Since the means fell largely between 'Neutral' (3) and 'Agree' (4), the 
students ultimately appeared to exhibit just moderate strengths of understanding and agreement 
on blockchain security. These distributions are visually confirmed by the histograms, which show 
peaks around the "Neutral" and "Agree" categories for most questions. For example, Q4 (Hashing 
is critical to the security of blockchain) had a mean of 3.67, and the 'Agree' frequency was notable. 
At the same time, Q5 (Asymmetric cryptography (public and private keys) is critical to the security 
of blockchain transactions) had a mean of 3.79, with a significant number of 'Agree' responses. 

 

Table 3. Descriptive Statistics 
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Source: Author's processing 

 

Table 4. Descriptive statistics 

Source: Author's processing 

 

Figure 1. Q4 Frequency  

Source: Author's processing 
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Figure 2. Q4 Frequency  

Source: Author's processing 

 

We further examined the distribution of agreement by separating the responses by the students' 
year of study (Year 1, 2, or 3). The average level of agreement across all questions varied slightly 
over the years; Year 1 students had an average score of 3.31, Year 2 students had 3.35, and Year 3 
students had 3.43. These differences are small; however, they do indicate a subtle increase in 
agreement or understanding with the students' year of study. Interestingly, Year 2 students were 
noted in the documentation to have taken a Cybersecurity course and, as a result, did not show a 
marked difference compared with Year 3 students, suggesting that while the Cybersecurity course 
likely increased understanding, the overall disposition was generally similar or consistent across the 
latter years. The breakdown of the average level of agreement by individual question also varied 
by year of study. For example, Year 2 students showed a higher proportion of "Strongly Agree" 
responses to certain questions than Year 1 students, even though these questions were directly 
related to cryptographic concepts. This distinction by academic year provides a useful framework 
for analysing the different perspectives of computer science students regarding their 
understanding of blockchain security development.           

 
Figure 3. Frequency distribution 

Source: Author's processing 
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V. CONCLUSIONS 

The study aims to explore the foundational cryptographic principles of blockchain security 
and examine computer science students' understanding and perceptions of digital currency 
security. Survey responses showed that students ranged from moderate to high in their 
understanding of security concepts and their application. The mean score ranged from 'Neutral' to 
'Agree' on each question posed to the participants. The internal consistency of the survey items 
was high (Cronbach's Alpha = 0.872), and the survey outcomes measurements can be considered 
reliable. Although students demonstrated a high level of understanding of blockchain security 
concepts, such as hashing and asymmetric cryptography, their responses showed slight differences 
across academic years. The trend of slightly higher average agreement scores from Year 1 to Year 
3 reflects incremental development of knowledge and latent confidence among students as they 
progress through a computer science degree. Importantly, Year 2 students have a cybersecurity 
course, yet their perception scores for blockchain security were similar to those of Year 3 students. 
This suggests that while a specific course adds value, overall exposure to computer science concepts 
over extended periods contributes significantly to understanding. The importance of practical, 
interactive activities is reinforced in this study and is similar to effective technology use in other 
STEM education applications. Just as tools like the GeoGebra app, the Desmos Graphing Calculator, 
or any statistical software help visualise abstract mathematical concepts, provide hands-on 
experimentation, and draw meaningful conclusions with abstract ideas, similar approaches will be 
essential to help students understand how blockchain cryptography actually functions. Suppose we 
allow students to manipulate simulations or view visualisations of crypto processes, or to design 
their own simplified blockchain models. In that case, we create real opportunities for them to 
develop an intuitive understanding of security measures. 

The apps that calculate results, like Wolfram Alpha or Microsoft Math Solver, which detail their 
answers, will grant teachers a degree of remote access to students' knowledge of advanced 
blockchain concepts that had previously been obscured. For instance, an app that detailed the steps 
of Hashing Algorithms or illustrated how changes to consensus mechanisms would affect 
projections would combine abstract principles with tangible, reasonable insights. The strength of 
testing and quiz apps, especially Google Forms/Quiz Mode, for immediate assessment of student 
comprehension, offers educators a torturous chain of opportunities to validate, clarify, and 
ultimately reinforce students' understanding of essential concepts in the blockchain security and 
cryptography space. At the end of the day, the interactive role of prospective student teachers in 
creating a technology-rich learning environment, as emphasised in the reference material for 
developing STEM courses, guided by the current digitalisation of currency security, with strong 
knowledge and confidence, is translated into simulations of real-world currency developments. 
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